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Cyber Security
At Covenant

Presented by:

Paul Carnemolla, Mitch Green and the TechServe
October 2024



Today's resources
and further information




Overview

 Cyber Security Threats and Importance of Cyber Security in Education.

The Covenant Story.

Planning and Preparing for a Cyber Attack.

Preparing a Cyber Security Incident Response Plan.

Reporting to the Board.
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The Cyber Security Threat
in educational institutions




Cyber threats in Education

1.29% of attacks on educational institutions originated from vulnerability exploitation and
30% from phishing campaigns on K-12 schools in 2023 (Infosecurity Magazine).

2.Ransomware attacks on K-12 and higher education globally caused over $53 billion in
downtime costs from 2018 to mid-September 2023 (Comparitech).

3. These attacks breached over 6.7 million personal records across 561 incidents
(Comparitech).
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Sources: Exploitation Accounts For 29% of Education Sector Attacks - Infosecurity Magazine (infosecurity-
- magazine.com), Ransomware attacks on schools and colleges around the world (comparitech.com) TECHNOLOGY


https://www.infosecurity-magazine.com/news/exploitation-29-education-sector/
https://www.comparitech.com/blog/vpn-privacy/school-ransomware-attacks-worldwide/
https://www.comparitech.com/blog/vpn-privacy/school-ransomware-attacks-worldwide/
https://www.infosecurity-magazine.com/news/exploitation-29-education-sector/
https://www.infosecurity-magazine.com/news/exploitation-29-education-sector/
https://www.comparitech.com/blog/vpn-privacy/school-ransomware-attacks-worldwide/

Education/Research
Government/Miitary
Healthcare
Communications
Utilities

Hardware vendor
Finance/Banking
Consultant
Retall/Wholesale
Leisure/Hospitality
Software vendor
Manufacturing
Transportation
ISP/MSP
SI/VAR/Distributor
Insurance/Legal

Education sector graphic

Global Avg. Weekly Cyber Attacks per Industry

(2024 Q1 Compared to 2023 Q1)
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1172 [-3%)
I 1137 [+29%)]
I 1040 [-4%)
I 033 [-6%]
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Image source: Check Point Software Technologies
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Importance of Cyber Security

in educational institutions

Protect Sensitive Data

Fostering Trust and Reputation

Preserving Academic Integrity

Safeguarding Intellectual Property

Promoting Digital Citizenship & Online Safety

Maintaining Operational Continuity

Compliance with Regulations

Protecting Financial Resources

Mitigating Cyber Threats and Attacks

Preparing Students for the Future

o,
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Sources of Data Breaches

Sources of data breaches 41% of all data breaches resulted from cyber security incidents

System fault (162 notifications}
4%

Cyber incident breakdown

33%
Phishing ([compromised credentials) 26%

Compromised or stolen credentials (method unknown) _ 25%

Hacking

i g Malware
Malicious or criminal attack

63% - - 0
Brute-force attack (compromised credentials) 3%

R A SN S NN EEEENES AN AN AEE

Top causes of human error breaches

Personal information Unintended release Personal information
emailed to the wrong or publication 24% mailed to the wrong
recipient 38% recipient 8%

Covenant ' newera.

All knowledge through Christ TECHNOLOGY

" Source: Notifiable Data Breaches Report: January to June 2022 | OAIC



https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2022

Notifiable Data Breach snapshot

Top 5 sectors to notify data breaches

@ Health service providers

.. | Finance (incl. superannuation)
Education
Legal, accounting & management services
@ Recruitment agencies
®

Source: Notifiable Data Breaches Report: January to June 2022 | OAIC
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https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2022
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Covenant ICT Team

Paul Carnemolla Director of ICT New Era 0.5
Henry Woo ICT Support New Era 1
Justina Lowe ICT Support Covenant 0.8
Leon Dhemba ICT Support Covenant 1
Nicholas Sargent ICT/AV Support Covenant 1
Nino Galeos Senior Engineer New Era 0.2
Chirag Shah Senior Engineer New Era 0.1

Anastasia Yew Casual ICT Support Covenant n/a

Annie Wye ICT/AV Support Covenant 0.75

©
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BASELINE

2021 - Term 3
*Pre-ICT Leadership - New Era*

On-premise services:
* Active Directory
» Attache (Finance)
* FileShare

WebHelpdesk

» CounselPro

Cloudwork for MFA/SSO
Microsoft 365 A5 Suite

Hybrid Exchange in Cloud and
Azure

INCEPTION

2021 « Term 4

Penetration Test
* Internal
* External
e Wi-Fi

Disaster Recovery Planning

2021-2022 School Holidays
1st Internal Pen. Remediation

REMEDIATION

2021 « Term 3

Implementation of Intune /
Endpoint Manager

Upgrade Endpoint Security

2022 « Term 4

Jamf Pro Security Audit +
Jamf Connect Config

Windows 11 Configuration
and AutoPilot Setup

2022-2023 School Holidays
2nd Pen. Remediation

2023 « Term 1

Secure-ISS SIEM
Implementation

Security Uplift Project (x2)

2023 « Term 2

Security Awareness platform
- Knowbe4

Microsoft 365 Security Audit

2023 « Term 2

Microsoft 365 Security
Remediation

2023 « Term 3

Incident Response Plan -
Project

2023 « Term 4
Definitiv Cloud payroll solution

Cyber Security framework

Cyber Security Risk Assessment

2024 « Term 1

Secondary Laptop Program
vCISO Project

Microsoft Unified Support and
On Demand Assessments

Linewize Parent Access trial



Penetration Testing
Enhancing Cyber Security Through Penetration Testing

* School underwent a comprehensive Penetration Testing in Term 4 2021, covering:

Title Remediation Timeframe Status
. INPT-1 Account and privilege management is not adequate. 3-6 Months Open
° | nte na | Pe netratl on te Sts INPT-2 Password hygiene is not adequate. 1-2 Months Open
. ENPT-1 Multi-factor authentication is not required for external access to Virtual Private Network. 1-2 Months Open
o EXte Na | Pe N et I’atIO N teStS ENPT-2 Users are susceptible to email-based phishing attacks. Ongoing Open
. . . ENPT-3 Website is vulnerable to web cache poisoning. N/A Closed
® Wl - Fl Pe netl’atl on teStS INPT-3 Systems are vulnerable to null session attack. 1 Month Open
INPT-4 Students have local administrative privileges and wide-reaching network access on Covenant to confirm Open
INPT-5 Domain is susceptible to Kerberoasting attacks. 1-2 Months Open
WNPT-1 Wireless LAN is not logically segmented from wired LAN. 3 Months Open
WNPT-2 No Wireless Intrusion Prevention System (WIPS) implemented. 1 Month Open
ENPT-4 DNS server vulnerable to zone transfer. N/A Closed
ENPT-5 Issues with certificates used to validate host identity. 3 Months Open
ENPT-6 DMARC has not been implemented. 1 Month Open
ENPT-7 DKIM has not been implemented on primary mail domain. 1 Month Open
INPT-6 Credentials are cached on workstations that are constantly connected to Domain Control 1-2 Months Open
INPT-7 KRBTGT account password has not been changed for an extensive period of time. 2 Weeks Open
INPT-8 Directory Replication allowed to hosts other than Domain Controllers. 1-2 Months Open
INPT-9 Domain Administrators are not restricted to Domain Controllers. 2 Weeks Open
INPT-10 Administrators are assigned debug privileges. 2 Weeks Open
INPT-11 VMware vCenter missing critical security patches. 2 Weeks Open
INPT-12 Issues with certificates used to validate host identity. 1-2 Months Open
INPT-13 802.1X authentication not implemented on wired network. 6-12 Months Open
Covenant 37 new era
Yy Chstian schod TeEHNBLOS




Microsoft Security Uplift

Security features and enablers within the suite of Microsoft products in use:

Microsoft Endpoint Manager

Microsoft Security Score
Defender for Endpoint Plan 2 and Office 365 Plan 2
Conditional Access

Data Loss Prevention
« Compliance Program for Microsoft Cloud

Microsoft License Feature Comparison

©
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https://m365maps.com/matrix.htm

Using Microsoft to reduce Security Risks

Multi-Factor Authentication — a multi-step account login process that
requires users to enter more information than just a password.

Current : All staff are required to set up Multi-Factor Authentication (MFA) using their
mobile phones or an additional device like an ipad. While onsite using a school device, MFA
Is not required.

Students do not normally have MFA enforced.

MFA for students would be preferable but students carrying mobile phones creates other
risks.

@
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Using Microsoft to reduce Security Risks

Conditional Access

Current : access is limited to Australian IP address via Geoblocking (restricting access to

Internet content based upon the user's geographical location). This applies to both staff and
students.

If Overseas access is required, an approval process has to be completed, then access to
specified countries is allowed with MFA.

@

Cove“a“t ¥ new era.

TECHNOLOGY



Using Microsoft to reduce Security Risks

Intune / Endpoint Manager

Current : Restrictions on programs that can be installed on school owned devices.

Computers are set up with a predetermined set of programs. Only system administrators
can install additional programs.

Requests for additional software goes through an approval process, then pushed out via
Intune.

Staff can install apps from the Microsoft Store, but this is not available for students.

Desired : Restrict all installs of software except when managed through Intune.

@
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Security Information and Event Management
Secure-ISS - https://secure-iss.com/

 Correlates events from all available log sources in Deloymemotvitualapplance oot ndstomsecirylogs | &
real-time ensure threat alerts are prioritised [ —— e
» 24/7 SOC (Security Operation Centre) escalate and mee 0 v o
contain identified threats e T T -
" - B -
* Minimal resources required from the IT team |
EEEEE N ©
T T
psdertnzae R  ©
e femel Thveats [ s @
o oudrisks | emsemommmionmmatmas
dotrotilicl | | SRS @ @
al gat

Security Event Monitoring is priced at $1 per month, per enrolled
student (based on the above scope of work / service)

@

®
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Secondary Laptop Program

» Board endorsed decision to move to school managed | _ 4-yearrollout
Windows devices for secondary students 7 8 SN I T
. . 2024 X X
» Web filtering and content control 2025 X X X x
. 2026

« Enhanced security controls ors —
X X X X X X

» Centralised monitoring and management e X x X | X X X
X X X X X X

 Data protection and controlled software deployment

 Swift remediation of any vulnerability or software
threats

« Conditional Access management

Covenant 37 new era.

knowledge through Christ TECHNOLOGY
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Linewize
What is it?

* Linewize is a suite of device management and security tools.

« Covenant uses Linewize School Manager, in conjunction with Linewize Connect.

« The Linewize suite integrates with Qustodio, granting parents a degree of control over
School Managed devices outside of school hours.

Date and Time ~ Ussmame

2024-07-29 09:52:24
2024-07-20 (04825
2024-07-23 09:48:24
2034-07-20 (24812
2024-07-29 05:47:34
2024-07-29 0547:33
2024-07-29 09:47:32
2024-07-29 05:47:32
2023-07-29 09:47:32
2024-07-29 054732
2024-07-29 09:47.32
2024-07-29 09:47.32
2024-07-29 09:47:32
2024-07-29 024731
2024-07-29 09:

104

2028-07-29 0r5:44:02

2024-07-29 Gr8:43:52
2028-07-29 09:43:47
2024-07-29 0E:30:44

Blocked Website

Mo www.googie...
Mo wivw_goccle.
Mo WWW_googie. ..
Mo wiin-google
M W, OngE
Mo wwngoogle_.
Mo wiww_gooole. ..
Mo WiINW. QOOGIE
Mo weww_google...
Me WW.OOgHE.
Mo www.google...
Mo wWWW.QoOGlE
Mo wivin.google..
Mo WIN_OO00E
Mo WWILLOUOOIE...
Mo wngoogle...
No wivw.google.
MO WINW.0OODIE. .
Mo wnw_bing.c_

[completefeearch?g=suro20to% 20inr&ep=08cli
fsearchig=eurc+t0+nriz="1CoBKMA_enALI10a7ALT

Website Path

(complete/=earchig=temulcp=0&chert=mobde-gws-wiz-on-focus-serpi..

Teompletefzearch?g=smants Z|'.|W?RU'-&C:FU&("I&I1'.=-"-!OGI|E-G\-\-“rIFﬂ2 -on-f
[searchig=smantvwatch&safe=active&hi—en- GB&Mr=1CHBKIA enAll10. .
[complete fsearch?g-g-shecsmarntt: 2 Dwatch&op~GRolient-mobile-gws-w.
feompletefsearch?pegsmans2ivaichSop=TASent=mobike- gws-wiz-sar
Jcompietefsearch? g=g-smart®20watchicp=2&dlient=mobile-gws-wiz-se.
feompletefsearch?g=grshosmanm s 20waichScp=SEclient=mokse-gws wi.,
lcompletefsearch? g=g-ssmart2 bwatchiop=34dent=mobile-gws-wiz-5...
feompletefsearchi=g-shsmarts2 watchhcp—48chent=mobile-gws-wiz-,
|completefsearch? g=smarts 20watchBcp=04cient=mobile-gws-wiz-se1p...
fcomplete feearch? g=g-shockamants Hwatchiop=7Aclient-mobile-gws-
[completefsearen?o=g-shocki20sman 2 iwatchacp=0&ciieni=mobiie-..,
{scarchig=g-shockssmart-watch@saic=activc fisca_csv=4c3d44f7b00E .
fcompletefsearch?g=g% 20shockie20watchesiop=0aclient=mabile-gws-.
[searchig=g+anock-walthesarlz=1 CIBK.IA enALITDETALI 067 800=0+-

fsearch?q~whats+thes area+of+a+rectangles measuring+ 1 3+inkgs-ds&f .

Student network traffic as seen in School Manager

muobie-gws-wiz-on.
067RCG=eUEgS k..
(completefsearch?g~smani2twaich&cp=-0&:fent-mobile-gws-wiz-on-f._

2000000, 1517314
1500000
1000000

66972511494

500000 / % % 3980 1140 798 386 158 148 108 104 49

]

(, ~.. $ ~'.
v

&

N

# # of Blocked access attempts

Summary of access attempts blocked by Linewize
(01/06/24-30/06/24)

(@!EEZ)
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Linewize

* School configured filtering rules are applied Cammunity Tkallp Sonnedtad Students
regardless of network connection (school Wi-Fi, hot- =y -y
spotting or home Wi-Fi).

7% 78
out of 1058

* Client can be installed securely and remotely and

cannot be removed by students. Diagram of active parent

(ntegrations

 Parent Integration: 24/7 network filtering, with
parents able to add additional time/category-based
restrictions outside of school hours via Qustodio.

Y @ o 5 newera.
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Linewize

* Issue: Student Wellbeing received their usual weekly report. They requested
clarification regarding a student'’s flagged traffic.

 Solution: A more detailed report on Linewize School Manager was provided, with
all network activity from the student around the time of the flagged traffic.

 Resolution: With this context it was confirmed that the student had been using
their device inappropriately. This clarified the situation for Student Wellbeing and
enabled them to act on it.

TECHNOLOGY




Linewize

Hi there, Top ap?llca‘atlons and wef)mte‘s .Data transferred TDp Filtered Websites Hits
This is the weekly student wellbeing report for device Applications and websites visited : 440 facebook.net 57
covenantcs.nsw.linewize Top applications and websites Data transferred ’
L e et YouTube 23.3GB githubusercontent.com 35
Microsoft 95.0GB gamepasscom 28
Total users with red flag indicators : 6 Office 365 2.1GB . .

Username RedFlags Hits Scratch MIT 1.0GB linkedin.com 23
M VPN 18 Microsoft Teams 585.9 MB got-to-be.net 21
iin— Adult Content & Linewize 487.5 MB cla rit\’r'ms 14
IR AdultContent 5 Bing 433.0 MB d t t . t 1 3
W auconen Windows Updates 348.2 MB otmetrics.ne

VPN 1 ..
Inimg.com 13
S, 1 Outlook 155.5 MB p g
Google Pla 151.1 MB i
Top Suicidal Red Flag Users: 0 é y disqus.com 12
Requests filtered : 936 get-my-push.xyz 12
No "';5_’9;5 At Top filtered users Hits
is
— 302 Thank you,
Top Adult Content Users: 3 [ —— | 88 Linewize Team

Username Hits | — | 83
Mamm 6 = 62
el 5 [ — | 57
e B 55

Top VPN Users: 4 —] 53
Username Hits e— 46
I 1 ‘I

Coenant 57 pewera.

hrough TECHNOLOGY
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Other Key Projects

KnowBe4 Security Awareness Training and regular Phishing campaigns
Data Classification

Security Improvements:
« Enhanced network segregation
* 802.1x network authentication for wired network

Security Questionnaire for Third-Party Vendors

Cyber Security Incidence Response Plan

Microsoft Unified Support including on demand assessments

vCISO (Virtual Chief Information Security Officer) audit and cyber security
framework-based reporting

©
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Planning and preparing
for a cyber-attack

Minimising:
* Risk
* impact

A = Ded O Do~

27




ESTABLISH AN ICT

GOVERNANCE
FRAMEWORK

UNDERSTAND WHAT

YOU NEED TO
PROTECT AND WHY

DEVELOP AND AGREE TO

CYBERSECURITY
FRAMEWORK

UNDERTAKE A GAP

ANALYSIS

KEY TECHNOLOGY

& GOVERNANCE
AREAS

Planning and preparing for a Cyber-Attack

MAKE SECURITY A
REGULAR AGENDA

ITEM

EDUCATE STAFF,

PARENTS AND
STUDENTS

¢ Define roles &
responsibilities

¢ Develop a
charter

« Identify KPls
to measure
effectiveness

s« Conducta

comprehensive
risk assessment
Prioritise assets
based on their
importance to
the school's
operation
Communicate
the rationale
behind the
prioritisation

* Customise the
selected
cybersecurity
framework to
align with your
school's needs

* Define controls
to align with the
chosen
framework

* Obtain buy-in
from all
stakeholders

¢ Evaluate status

quo against the
selected
frameworks
Identify and
prioritise gaps
to create a
roadmap for
improvement
Involve relevant
staff to ensure a
comprehensive
evaluation

+ Network

Security

¢ Endpoint

Security

+ Data Protection
+ Incident

Response

* Schedule regular

meetings to
review and
discuss
framework
implementation
Include Cyber
Security updates
in board
meetings

* Conduct regular

cyber security
training for staff
Organise
cybersecurity
workshops for
parents and
students




1 — Establish an ICT Governance Framework

-1 GOVERNANCE

The key tasks to establishing an ICT Governance Framework -

with an IT Steering Committee include:

Establish Implement
Governance Monitoring

Policies & & Reporting
Procedures Mechanisms

Define the Establish IT Define

Identify Review &

Stakeholders

Continuous
Improvement

Purpose
and Scope

Steering Decision-Making
Committee Processes

o,
Gowenant 37 newera.
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2 — What to Protect and Why?

PROTECT

To effectively protect your school’s assets, it is crucial to
understand what needs to be protected and why.

N e ow B w o oN =

Data and Application Physical Regulatory

Information and Software Assets Compliance

* Identify data-app relationships

Whatls | e b
Data an '
A pllqatlgn ° 2 dajtatflowt_ o Ingress/egress points to network
apping: Z pPp Interaction o Security weaknesses
Data protection

Covenant 37 new era.

nowledge through Christ TECHNOLOGY
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Cyber Risk Assessment
Data Map and Sensitivity Rating

y Data S e n S itiVity Data Categories Data Items Impact to school if infs:'r:iat::r;:lvi:ai:;:med in a data breach

® PUbliC High =5, Low=1

-]
L Pe rso N a | Cloud or On Premise
.. MFA Enabled
[ ) S e n S Itlve Student and Parent Data z:::::: : ::::ss
. . . . Student - Photos
* Visual representation of risk in each system. Studens 008
Student - Medical records
« Can be reviewed internally or by software provider Student - Academie Records
o o . . address

« Data classification categories: Sdnt Mol hons

 Student and Parent Data R

Student - discipline notes

e Sta ff Data Student - welfare notes

Parent - Name
Parent - Address

® Fi na nce Parent - Phone number
 HR and Payroll Parant. Sank scount deak
b M a rketi n g Parent - Credit card details

. . Staff data Staff - Name
* Governance, Risk and Compliance s e
i IT Data Staff - Personl phone

numbers
Staff - Photos

Staff - Personal email address

Staff - License or other




Data Classification Activity

2 PROTECT

TECHNOLOGY

> newera

Or go to this link and click

"View Data Classification Exercise":

https://www.neweratech.com/au/covenant e

©

-principals-conference-cybersecurity-in-

" schools/
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https://www.neweratech.com/au/covenant-principals-conference-cybersecurity-in-schools/
https://www.neweratech.com/au/covenant-principals-conference-cybersecurity-in-schools/
https://www.neweratech.com/au/covenant-principals-conference-cybersecurity-in-schools/

Cyber Risk Assessment

Cyber Security Questionnaire for Vendors

Gauge how the vendors treat your data and what il Secirty
security practises they employ:

4. What security measures do you have in place to protect against commaon threats like malware,
DDoS attacks, and data breaches?

Enter your answer

Data protection
Security and integrity
Ba C ku pS a n d recove ry 5. Do you conduct regular security audits or penetration tests to identify vulnerabilities?
Compliance and certifications

 Risk management

Easy to access online questionnaire using Microsoft
FO rm S 6. Are your systems and applications regularly patched and updated to address known security
vulnerabilities?

Enter your answer

OO
&;ﬁ Or go to this link and click
" [=]=¥*d “Questions to ask Third-Party Vendors":

©
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3 — Develop and Agree to a Cyber Security Framework

Cyber Security Frameworks

Essential 8 National Institute of
Maturity Model Standards and Technology

Australian Cyber Security (NIST) Cyber Security
Centre (ACSC) Framework

©
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NIST Cybersecurity Framework

3 FRAMEWORK

GR I IDENTIFY  PROTECT RESPOND  [ITee 171 S
o a
Y

Asset Management Access Control Anomalies and Events Response Planning Recovery Planning

CYBERSECURITY

FRAMEWORK {:

VERSION 1.1 /&
(@]

Security Continuous

. Communications Improvements
Monitoring

Business Environment Awareness and Training

Governance Data Security Detection Processes Governance Communications

Q* Info Protection,

Risk Assessment Processes and Procedures Analysis

Risk Management

Maintenance Mitigations
Strategy

* Made up of 5 core functions. Protective Technology Improvements
* Each function is defined.
» Within each function is a set of

assessable areas

L
Coenant 3 newera

TECHNOLOGY
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NIST Cybersecurity Framework

Maturity Levels ST
CMM 5 Do
Continuously  Y—

Improving & -
R &
o\\E 10, i

¢ %
A CYBERSECURITY INCORPORATES CAPABILITIES _7_.-
] FRAMEwWORK |5 FrROM CMM 4
o VERSION 1.1 w
% (i; CMM 3

O Q*' c 0 ST & Well-Defined INCORPORATES CAPABILITIES

1 From CMM 3

COMPLEXITY CMM 2 I
Planned &

Tra cke d INCORPORATES CAPABILITIES
From CMIM 2

CvViM 1

Performed

Informal Iy INCORPORATES CAPABILITIES
FROM CMM 1

CMM O
Not

Pe rfo rme d INCORPORATES CAPABILITIES
From CMM 0

NON-EXISTENT AD HOC MENTS-DRIVEN R METRICS-DRIVEN WORLD-CLASS
PRACTICES PRACTICES A RD. GOVERNANCE PRACTICES

MATURITY LEVEL (PEOPLE, PROCESSES & TECHNOLOGY)

ij Covenant 5/ new era.

All knowledge through Christ TECHNOLOGY
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NT A BV Australian Government « Australian

T TV S e Cyber Security
S Australian Signals Directorate \ \) Centre

j newera. The Essential 8

TECHNOLOGY
A Comprehensive Overview

Mitch Green

October 10, 2024




Introductions
New Era Technology

Mitch Green - Director of Solutions
10 years with New Era Technology

@
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Mitch Green

Director of Solutions

TPG Telecom — Network operations

AGL Energy — Network and Security

Countrytell Community Broadband — Network Architect
New Era Technology — Specialist Engineering Lead

New Era Technology — National Infrastructure Manager

New Era Technology — Director of Solutions

B. IT - Network Engineering

Grad Cert — Business Analytics

RMIT — Cyber Security Strategy and Risk
Cisco — Network Security

Cisco — Enterprise Infrastructure

ei.;;_':-"
Cove“a“t > hew era.
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APAC Cyber Security Strategy

o _ o

o

@

Support customers on Support the broad

their cybersecurity

range of existing

journey — wherever they security solutions in

may be today

place across APAC

o— e
.
Y
Utilise frameworks such
as the Essential 8 to

educate customers
about security

Provide competitive
and integrated

solutions
>
Adaptable to meet the Provide a common
needs of a wide range direction for our region
of customer types and moving forward

sizes

TECHNOLOGY



APAC Cyber Security Strategy

« Tactical conversation around security « Strategic conversation around security

» Education on cyber security fundamentals » Governance, risk and compliance

 Clarity and guidance on Essential 8 maturity « Alignment with security frameworks — NIST, ISO etc
« Practical measures to improve cyber security » Policy development and implementation

* Build upon existing New Era managed services « Reviewing and securing business processes

* Proactive monitoring and cyber response services

» Trusted security advisor — ongoing engagement

@2 5 newera
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APAC Cyber Security Strategy

« Accredited Essential 8 security assessment .
* Product led .
» Pre-defined security product bundles .

« Readiness for Essential 8 maturity up to M1

« Sold directly by existing sales teams

Detailed security assessment

Consulting led

Security strategy & roadmap development
Bespoke to suit complex clients & environments
Essential 8 maturity M1+

Alignment with other frameworks re SOCI, ISO etc
Regular vCISO engagement

Presales support from SecureBlu team

@)Soc > newera
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What is the Essential 8?

» The Australian Cyber Security Centre (ACSC) is our country’s first line of defence against cybercrime
and is the Australian Government's lead on national cyber security

« The ACSC and New Era recommend organisations implement The Essential 8 as a Baseline

* The strategy to implement the Essential 8 and to which maturity level needs to be customized to
each organisations risk profile and adversaries

* New Era Technology are recommending all customers adopt the Essential 8 framework and intend
on guiding and supporting our customers to reach the appropriate Maturity level

TECHNOLOGY
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What is the Essential 8?

Developed by the Australian Signals Directorate (ASD)

Focuses on securing Microsoft Windows environments

Progressive maturity model: Level 0, 1, 2, 3

Can be implemented using a range of technologies/solutions

1 Application Control 5. Restrict Admin Privileges

E s Strateqy ensures that only approved applications are allowed to run on an arganisaton his strategy involves restricing administrative privileges to only those who need then
svstems. This raduces the risk of malw and other malicious software infecting systems and & reduc the risk of attackers using these privileges 1o compromise systems and steal sensitive

programs

This strategy ensures that all operating systems are kept up-to-date with the latest security

\) his strategy ensures that al applications are kept up-to-date with the letest security patches Y Y
to prevent attackers from exploit ng known vulnerabilities patches to prevent attackers from explaiting known vulnerabilities

e 2 Patchmg Appllcatnons ;J 6. Patch Operating Systems

’. Multi- Factor Authentlcatlon

3 Conf gure Microsoft Macro Settings =
This strate vent macro-based malware attacks by configuring Microsaft Office 10 EE This strategy Involves applying security controls to operating systems to prevent attackers from

Neips
disable macros from untrusted sources mpromising systems and stealing sensitive informatior

1. User Apphcatlon Hardemng (‘é\_) 4. Daily Backups
@ his oty o ; " s thnir At £ o g = Ihis strategy helps lo maintain the availability of crtical business data
ate volves configunng user applications to reduce their attack surface and make =

them more secure

o/
Gonant 7 newera.
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Why is the Essential 8 important?

* A Real threat to Everyone - All industries are being targeted

« Cost — Cyber Crime is costing the Australian Economy more than $1 Billion annually in direct
costs

» Reputational Damage - trust of clients and staff

¢ o '
COve“a“t ¥ new era.
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Why is the Essential 8 important?

* |Insurance

Premiums reduced when cyber security controls are implemented

@

COve“a“t ¥ new era.
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The Essential 8: Key Strategies for Cyber Security

@ @ Proactively Prevent Cyber Attacks

User Application Patching Configure Microsoft Application
Hardening Applications Macro Settings Control

N
@ * % X '
e Y N Minimise the Impact of Cyber Attacks

Multi-Factor Patch Operating Restrict Admin
Authentication Systems Privileges

@ Ensure Data Recovery

and System Availability ¥ new era.

Daily Backups TECHNOLOGY




Essential 8 Mitigation Strategies

Description

Multi-factor Authentication

Regular Backups
Patch Applications
Patch Operating Systems

Application Control
Configure MS Office Macros
User Application Hardening

Restrict Administrative Privileges

Implement multi-factor authentication to enhance the security of user accounts.

Regularly back up important data and verify the integrity and availability of backup copies.
Regularly apply patches and updates to close security gaps in software applications.
Regularly apply patches and updates to secure the underlying operating systems.

Only allow approved applications to run, preventing the execution of unauthorized or
malicious software.

Adjust settings to secure Microsoft Office macros, preventing malicious code execution.

Configure applications securely, manage user permissions, and apply best practices to
reduce vulnerabilities.

Implement the principle of least privilege, restricting access to critical systems and functions.

y
Covenant ' new era.
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Maturity Levels

pampte [l Ascs Maturity Levels

Applicability & Maturity Level 1
Effectiveness Maturity Level 2
v & Maturity Level 3
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Q
Q
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p
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The Essential 8: Key Strategies for Cyber Security

ACSC Maturity Levels

Maturity Level 1 Partially meets the objectives of the
mitigation strategy

Maturity Level 2 Largely meets the objectives of the
mitigation strategy

Maturity Level 3 Completely meets the objectives of the
mitigation strategy

> hewera.
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Maturity Level Examples

Mitigation Level Backup Backup Backup Full Partial

Strategy Frequency Storage Retention Restoration Restoration
Method Period Testing Testing

> hewera
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New Era Technology
Essential 8 Audit

EXAMPLE:
Controls Assessment Results @
Assessment
19%

G d - -
. IR 'E8.R3.MA1.2-1679
Covered, With o
Issues EB.R3.MA1.3-1680
6 Partially S R
Covered E&RE,MA'! A1 681

. Not Covered

ES,R?: RB1 21810
E8.R3.RB1.3-1811

Covenant 3 pew era.
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New Era Technology

L\ Covenant
Christian School

All knowledge through Christ

Restrict Office Macros — Require use by Covenant, 8 O %
needs to be controlled and documented for

justification

Removal of unsupported operating systems —
Patching and vulnerability implications

« Web browser - restrictions on IE and web adverts

TECHNOLOGY

@
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The Essential 8: Key Strategies for Cyber Security
Recap

The Essential 8 are guideline strategies to stop cyber-attacks. These guidelines are set by the ACSC
(Australian Government)

New Era advise that these controls are a MUST for every organization

Cyber attacks are real and effect everyone — we all must pay attention

New Era can assist you on your E8 journey

@

¢ '
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4 — Undertake a Gap Analysis

to assess the Cybersecurity posture of the School

/ Prioritise Gaps \ @

Identify Framework Core

G AP Functions

Define Desired Develop & Implement
A NAI—YS I S State Plans
STE PS Assess Current State Monitor, Track, Review

Progress

\ Identify Gaps /

COve“aﬂt > hew era.
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Network
Defense

Firewalls, Endpoint Security

Secure
Authenticatio

Strong Passwords,
Multi-factor Authentication

5 — Key Technology Areas

for a Cyber-Attack preparations

Network
segregation

Segregate staff, student, guest

and infrastructure networks.

Continuous
Assessment

Vulnerability Tests,
Penetration Tests

OS + App Software
Maintenance

Patch OS & apps regularly

Threat
Protection

Intrusion Detection,
Suspicion Monitoring

KEY TECH

N e W A W N

Access
Control

Minimise admin privileges

Centralised
Monitoring
& Alerts

Covenant

Christian School
All kno

»wledge through Christ

¥ hewera.
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5 — Key Technology Areas

for a Cyber-Attack preparations

Backup Best Recovery Clear Roles &
SMEGHISES Testing Responsibilities

Regular Backups & Review
Immutable/Air-Gapped Copy

N e w B W N s

Conditional Structured IT
Access Governance

Policies & Procedures
Disaster Recovery &
Business Continuity

©

Covenant 37 new era.
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6 — Make Security a Regular Agenda Item

AGENDA ITEM

Make Cyber Security an
agenda item in ICT

Steering Committee and

Board Updates

Discuss identified gaps
and risks (be transparent)

JJR Establish ICT Steering
208 .
[ Committee

IT provides updates on Seek expert guidance

O
Q : aa ° °
@ framework Discuss emerging threats @ and support, if required

implementation

P
COve“aﬂt ¥ new era.
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7/ — Educate Staff Parents, and Students
on Cyber Security

To educate staff, parents and students on
Cybersecurity effectively:

O Audience Relevance 0 Consistent Reinforcement
* Tailored Content  Regular Cybersecurity Practice

* Role-Specific Information

1 https://www.covenant.nsw.edu.au/parent-

resources/technology-support/technology-advice-for-parents

©

ﬁﬁ
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https://www.covenant.nsw.edu.au/parent-resources/technology-support/technology-advice-for-parents
https://www.covenant.nsw.edu.au/parent-resources/technology-support/technology-advice-for-parents

7/ — Educate Staff, Parents, and Students
Application: KnowBe4

What is KnowBe4?

* Training platform that helps improve an organisation’s overall security
culture and reduce human risk

Key Features:
 Security Awareness Training

 Simulated Phishing Attacks |<n'ﬁ)WBe4

« Automated Training Campaigns

©

¢ o '
COve“aﬂt ¥ new era.

TECHNOLOGY



7 — Educate Staff Parents, and Students

* Assess and measures school’s awareness

* Tools to report and remove phishing emails

» Establish a baseline in order to determine training focus and measure

progress:
 Baseline phishing test.

 Security Awareness
Proficiency Assessment.

Why KnowBe4 ? 5
E
.: 3
‘ 3
iy
7 EDUCATE
Score Per Knowledge Area
Average for Completed Organisational Assessments
100 o
9 72% % o
629 69% o 86%
58% °
b
8 50
w
0
Incident Reporting Mobile Devices Internet Use Passwords and Email Security Social Media Human Firewall
Authentication
SAPA Results
@)0ca 57 newera
Christian School ' &
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7/ — Educate Staff, Parents, and Student

=="7 -

KnowBe4 Phishing Exercises over time  —

140

! AAAAAAAAAAA

120 @
.AGENDAITEM
.mu i

100

80

" / \

40

) l

0 . — ] - -
Opened Clicked Attachment Opened k Reported /

B Baseline Test M Test2 MWTest3 mTest4

Covenant 3 pew era.
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/ — Educate Staff, Parents, and Students
KnowBe4 Phishing Campaign Reports

GOVERNANCE
PROTECT
FRAMEWORK
GAP ANALYSIS
KEY TECH

AGENDA ITEM

EDUCATE
99.4% 52.1% 14.4% 0% 0% 1.2% 0% 0% 4.8% 0.6%
167 87 24 0 0 2 0 0 8 1
Recipients Delivered Opened Clicked QR Code Replied Attachment Macro Data Reported Bounced
Scanned Opened Enabled Entered

Term 2 2023 to

Term 2 2024
100% 77.3% 27.8% 0% 0% 5.1% 0% 0% 29.5% 0%
176 136 49 0 0 9 0 0 52 0
Recipients Delivered Opened Clicked QR Code Replied Attachment Macro Data Reported Bounced
Scanned Opened Enabled Entered

@/
Covenant ' new era.
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7 — Educate Staff, Parents, and Students

KnowBe4 Training stats over time 3
180 @:vvcvon
160 :KEYTECH
140 z ésmm ITEm
120 EDUCATE
100
80
60
40
20

0 — -

Assigned Users Completed Incomplete

M Baseline Training M Baseline 2024

3.6% 2.2% 0.7% 96.4% 3.6%
138 5 3 1 133 5
All Users Incomplete Not Started In Progress Completed Overdue

All knowledge through Christ TECHNOLOGY
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7/ — Educate Staff Parents, and Students

KnowBe4 Training Modules

How Security Awareness Applies to Me;

Which of the following do CEO fraud scams generally target? @

' 7 EDUCATE

O Any organization that regularly performs wire transfer payments
O Only small organizations that receive wire transfer payments
O The CEO of the organization, but no other employees

O Only large organizations that send wire transfer payments

Submit

@ 0lTRe

1. It is normal in our organization for people to send sensitive
materials by email to get work done efficiently.

O O O O O
Strongly Disagree Neither Agree Strongly
Dicaqgree Agree Nor Agree

Disagree

2. | think that adherence to information security policies is
especially important for those dealing with sensitive data,
while others can be more relaxed.

©, O O O O

Strongly Disagree Neither Agree Strongly
Disagree Agree Nor Agree
Disagree

Covenant ' new era.
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Training Demo

* https.//eu.knowbe4.com/ui/users/login

@)Soc > newera
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67

A Cyber Security Incident Response
Plan

Why do we need one?



Table-Top Exercises

« Simulated cyber attack
 Training of key staff.
* Stress testing the Cyber Security Incident Response Plan.

» Table-top exercise: DDOS and Malware, Phishing and Ransomware

@

¢ '
COve“a“t > nhew era.

TECHNOLOGY




Friday, 13t October 2:00pm

* The day has been like any other...

« 2:00pm
Multiple emails have been forwarded by
school staff members, requesting

input into their legitimacy.

We know of at least 13.

B® Microsoft

Critical Microsoft Authenticator Update

Dear WTaS<;

We respectfully request that you upgrade your Microsoft Authenticator app to the most recent version in
order to protect the security of your account and to continue offering you a seamless authentication
experience.

This update is necessary to improve the app's security features and guarantee the continuous security of
your account. You will also be able to take advantage of the most recent additions and enhancements

thanks to it.

Scan the QR Code to update your microsoft authenticator application

Thank you for being a valued customer!

© 2023 Microsoft Corporation. All rights reserved.

Microsoft Corporation, Two Microsoft Way, Redmond, CA 98634

@) > newera.
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Friday, 13t October Actions from 2:00pm

Forward email in its entirety to SOC/SIEM Secure-ISS for forensics.

Check KnowBe4 phishing portal to confirm it is not a campaign.

Check Exchange admin centre to determine recipients with message trace.

Check with recipients as to what actions they took.

KnowBe4 recall from all mailboxes.

¢ '
COve“a“t ¥ new era.
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Friday, 13t October 2:30pm

e 2:30pm

A significant number of helpdesk tickets have been lodged in relation to laptops running slowly and
crashing! These are across both students and faculty members.

« 2:45pm

The Sophos console is “lighting up like a Christmas tree” with a number of alerts in relation to Malware
being stopped and potentially unwanted applications being installed.

G .-.;5-"
Cove“a“t ¥ hew era.
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Friday, 13t October Actions from 2:30pm

Check Microsoft Security and Compliance centre for potentially compromised users.
Ask Senior Engineer to investigate.

As timing is close to finish time on Friday, capacity to reach out to staff is limited. The Business
Manager and Deputy Principal engaged to handle staff communications and information gathering.

Ask Secure ISS about malware — what is the risk level? How do we deal with the malware? Is it
exploiting a vulnerability that needs to be patched?

Spreadsheet created to track affected users and their actions.

Notify CFC (insurance provider) via app for their awareness only.

@
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Friday, 13t October 5:30pm

* 5:30pm

Secure-ISS have detected significant SPAM emails originating from a number of school email
addresses.

* 6:00pm

A user, (the Front Office Manager) has reported suspicious activities in their OneDrive and emails. With
what looks to be deletions occurring. Can IT take a look?

Cove“a“t ¥ new era.
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Friday, 13t October 6:00pm

* 6:00pm
Another user (Director of Student Wellbeing) has sent through another suspicious email.

..." Hi Rob,

ABC Alphabet Schools has recently updated the COVID19 policy regarding iliness and work from home
policies. As this situation is evolving we require all staff to lead by example and assist in keeping our
community safe. This policy is in force tomorrow.

Please review the attached document, sign and return to your supervisor within 24 hours.”

TECHNOLOGY

@
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Friday, 13t October 8:00pm

« 8:00pm

Secure-ISS have detected indicators of compromise (IOCs) within the School environment related to a
recent phishing attack. This attack looks to be targeting the Australian education.

* 8:30pm

After further threat hunting, Secure-ISS have detected several compromised accounts.

@
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Friday, 13t October from 8:00pm - Actions

Email from Deputy Principal to notify staff that all accounts (except essential IT accounts) will be
disabled and not able to be accessed for a period of time. Mobile phone number to be used for all
enquiries.

ICT Team to disable accounts.

Those accounts still active will have passwords reset.

Cyber Insurers notified. It is expected they will take the lead on future actions.
CICT (Critical Incident Coordinating Team) activated.

Communication to parent community.

Student accounts disabled.

Year 12 account mass password reset.

TECHNOLOGY
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Saturday, 14t October 6:30pm

We have discovered and exploited significant weaknesses in your organisation, allowing us to take control of several user

° 630pm accounts.

; As a result, we have taken large amount of your data including sensitive student
An extortion note ($48K) haS information and personal details of parents and staff. Scanned copies of passports and drivers licenses are included!
been sent to the SChOOI- We demand payment of ©.5 Bitcoins, or we will begin selling the data on the Dark Web.

If you do not have access to Bitcoins, Google Binance, then purchase @.5 Bitcoins and transfer to the Bitcoins address
specified below.

Emails sent through to all Thank You

Time to pay the Bitcoins

targeted users and:

admin@abcalpha.nsw.edu.au 00475900

enrolments@abcalpha.nsw.edu.au Days  Hows  Mins  Secs

danceacademy@abcalpha.nsw.edu.au

Please transfer Bitcoins to this address.

d3mbHT 7k5xpLWREZSMit j 7Wu8SXQgk8VNPGBTWMRA2

sportsacademy@abcalpha.nsw.edu.au

Goenant 37 newera.
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mailto:admin@abcalpha.nsw.edu.au

Monday, 16t October 8:30am

° fB:EB()EifYW We have now taken control of your primary education system, thanks to poor security practices by your staff.
We have exfiltrated the entire database of your Edumate platform.

Another extortion o .

We demand payment of 53 Bitcoins, or we will begin selling the data on the Dark Web.

If you do not have access to Bitcoins, Google Binance, then purchase 53 Bitcoins and transfer to the Bitcoins address specified below.
note ($2.6M) has been : : P P

Thank You
sent to the school.

Time to pay the Bitcoins

00:71:59:00

Days Hours Mins Secs

Please transfer Bitcoins to this address.

d3mbHT7k5xpLwRgZBMiWt j7Wu8SxQgk8VNPgBTWmRd2

@
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Key Learnings from Table-Top Exercise

Staff are our last line of defense.

« KnowBe4 phishing training is crucial to ensure we are protected and are updated with latest
attack strategies.

Time is of the essence — delegate activities broadly amongst the team.

Ensure hard copies of IRP (Incident Response Plan) and key documentation are readily accessible.
Enabled additional functionality in KnowBe4.

Reach out to cyber insurers earlier to keep them in the loop.

Engage Secure-ISS early to assist with forensics.

Utilise the Deputy Principal (Heads of School as backup) and the Business Manager in staff
communications diverting away from the ICT Team.

Utilise emergency communication mechanisms with staff and parents when school accounts are
inaccessible.

TECHNOLOGY
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Things to consider.....

Is cyber security a regular agenda item at Executive / Board level meetings?
Is cyber security an integral part of budgeting and forecasting?
Do we have a documented and easily accessible IRP (Incident Response Plan)?

Do we have formalised incident response teams? CICT / CIRT (Critical Incident Coordinating Team / Cyber
Incident Response Team)

Is our insurance up-to-date?

Do we have the required policies and procedures documented, communicated and readily accessible?
Who is responsible for alerting the Principal to a suspected cyber-attack?

Do our staff undertake regular cyber security training?

Do our staff know who to contact if they receive suspicious emails?

Who will be the contact person to deal with external communications, including to parent/student
community, media?

How do we ensure our cyber security with casual staff, contractors, volunteers who require access to

@

school systems?

ﬁ .s;_':-"
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Exercise in a Box — Table Top Exercises

https://www.cyber.gov.au/resources-business-and-government/exercise-in-a-box

Australian Government Australion
£ Australian Slgnalst?clorau- / -\C \) C gzrrzs"wm
Third Party Software Compromise -
Participant Briefing

1.1 Scenario overview

This scenario investigates the risks around using third party software and the
controls your organisation has in place to mitigate the impact of a third party
supplier being compromised. In particular, the exercise looks at password
controls, the ability to detect and respond to a compromise and the ability to
cope with disruption to key services.

1.2 Objectives

The objective of this exercise is to explore how your organisation would
respond to the compromise of a third party supplier. Discussions will cover
the detection and response capability of your organisation, processes for
dealing with service disruption, and policies in place to prevent stolen
credentials being used to compromise network services. The outcomes of
discussions around the events in this scenario can be an opportunity to
identify areas for improvement. This exercise has the following aims:
+ Understand risk associated with third party software
« Identify areas for improvement in password and authentication policy
«  Clarify which network services are publically exposed
. Unders!and detection and response capability of organisation
. for dealing with key services being unavailable
. Buﬂd trusied relationships and devebp shared understanding between key
stakeholders
Prepare and train key staff to think about what nsks they are exposed to
« Operate in a no fault environment to check and test cyber security defences and

1.3 Guidance for participants

This scenario is intended to help you understand how your organisation
currently manages the risk of third party software, password policies and
detection and response capabilities. Each part of this scenario is based on a
realistic attack, in which your organisation’s network is compromised using
credentials stolen from a third party supplier. Understanding the risks
associated with third party software is important. Having a strong detection
and response capability, along with a password policy that encourages the

/NC S C gien
yber Security
N \.) Centre

Third Party Software Compromise -
Facilitator Prompts

This document should be used alongside the scenario events (injects) and
discussion points which are delivered in the service. The additional questions
below are to help get conversations started or explore some areas of interest
in more detail. This should be reviewed before the scenario is run, and
referred to throughout.

Section 1: Third Party Supplier Compromise
Facilitator guidance

The scenario starts with an online third party e-commerce tool that the
organisation uses being compromised. If an e-commerce tool does not feel
relevant to your organisation, the use of another online tool or cloud service
that feels more appropriate can be substituted. The questions posed will still
be relevant.

The compromised company has had all of their username and passwords
stolen. This section aims to determine if the user has considered the risk of
using third party software and if there are any policies in place to deal with a
compromise.

Facilitator Prompts

1. Have you considered the benefits and risks of using third party service
suppliers?
+ What are the risks to your organisation?
+ How much of your sensitive data do they have access to?
2. What processes do you have in place to respond to the compromise of a
third party supplier you use?
+ What is your immediate response? Can the compromised accounts still be accessed?
Should access to services be revoked?
« Do you have a process to determine which of your services are most at risk following the
compromise of a given third party? Will passwords be changed? Who will do this?

3. How can you determine which users’ credentials have been stolen?
« Do you keep accurate records of users in your organisation who have access to third
party business services? Do you have a procedure to investigate where accounts on
these services have been compromised?

2] Thveatensd Jeak of Senstiv data - Scrbe shest

Inject 1:

Awstralian Government / C Mwnbon
Amtealian Signah Dircctorate '\C SN

Scribe sheet — Scenario:

Exercise Start Date:, Time;, Attend
Name: Role:
Name. Role:
Name: Role
Name. Role
Name: Role

Nama Rnlo

We have a number of exercises to ch

from that include:

A
. | OWmO g

‘0

Y - Y

Discussion based exercises:

A ransomware attack delivered by phishing email

Mobiie phone theft and response g

Being attacked from an unknown Wi-Fi network

Insicier threat leading to a data breach

Third party software compromise

Bring Your Own Device (BYOD)

Micro-exercises:

Responding to ransomware attocks

Identifying and reporting a suspected phishing email
Using passwords

Connecting securely

Securing cloud productivity suites

Securing video conferencing services

Simulation exercises:

Threatened leak of sensitive data

Supply chain risks .

Home and remote working

Managing a vulnerability disclosure

Supply chain software

Supply chain ransomware atfack

A simulotion exercise mimicking o cyber threat
present on your organisation’s network


https://www.cyber.gov.au/resources-business-and-government/exercise-in-a-box
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Preparing a Cyber Security
incident response plan




Incident Management

* A cyber incident is any

attempted or actual
INCIDENT PROCESS DETECTION  ANALYSIS unauthorised access.

0  The goal of incident response
Is to detect and halt attacks

and limit the damage.
INITIAL RESTORE  REPORTING
SUPPORT

©
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Risk Management

Terms
ASSET | Anything of value VULNERABILITIES | Weakness or flaw that
could be exploited
THREAT | Something that could
lead to a loss of assets
ASSET

RI S K Potential for loss/damage
of an asset when a threat

exploits a vulnerability

VULNERABILITIES THREAT

Covenant 37 new era.

nowledge through Christ TECHNOLOGY
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Risk Management

* It is not realistic to protect all
systems equally.

 Risk management aims to
mitigate, not eliminate risks.

y
Covenant ' new era.
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IDENTIFY ASSETS & RISKS

SUPPORT TEAMS

Critical Steps for
Cyber Security
Incident Response
Planning

{'{‘é} PLAN WITH YOUR PEOPLE

(

REASSESS & REFINE

Covenant
Christian School

All knowledge through Christ

@

IDENTIFY
DEVELOP

ENDORSEMENT
PLAN

REASSESS

DEVELOP INCIDENT RESPONSE PLANS &

EXECUTE PLAN WITH EXECUTIVE ENDORSEMENT
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Cyber Incident Response Plan

Table of Contents to include:

Document control 5

All knowledge through Christ

IDENTIFY
DEVELOP

ENDORSEMENT
PLAN

Roles and Responsibilities REASSESS

Version history 5.1  Points of Contact for Reporting Cyber
Release approval Incidents
1 Introduction 5.1.1 Escalation
1.1  Context 5.2 Cyber Incident Response Team (CIRT)
1.2 Purpose 5.3  Ciritical Incident Coordinating Team
1.3 Authority (CICT)
14  Review 54  Board of Trustees
2 Operationalising this document 5.5 Third Party Vendors
2.1  Preparation 5.6  Incident Notification and Reporting
2.2  Detection and Analysis 5.6.1 Legal and Regulatory Requirements
2.3 Containment, Eradication and Recovery 5.6.2 Cyber Insurance
2.4 Post Incident Activity 6 Communications
3 Terminology and Definitions 6.1 Internal Communications
3.1  What s a cyber security event? 6.2 External Communications
3.2  What is a cyber security incident? 6.3  Supporting documentation
3.3 Information and Data Classification 6.4 Document Storage
3.3.1 Very Sensitive Data 7 Incident Response Process
3.3.2 Sensitive Data 7.1 Detection, Analysis, Classification,
3.3.3 Private Data Activation
3.3.4 Public Data 7.2  Containment, Evidence Collection &
3.3.5 Systems and Data Classification Remediation
4 Common Cyber Security Incidents 7.3  Recovery
and Responses 8 Playbooks and Supporting
4.1 Common Threat Vectors Procedures
42 Common Cyber Incidents ~) Covenant 0,
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ldentity Assets and Risks —

ENDORSEMENT
PLAN

REASSESS

Identify data to protect and its location, prioritise valuable assets, address
vulnerabilities, conduct penetration tests, and understand financial risks.

Threat Classification Overview:
« Confidentiality

* Integrity

 Availability

@
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IDENTIFY

Operational Continuity

ENDORSEMENT
PLAN

REASSESS

Ensure essential school and
business functions and processes

continue
« Minimise downtime Assess the School's Backup Develop a Business
Strategy & Create a Written Continuity Plan
 Avoid negative impacts Backup Plan (BCP)

Swift Restoration of IT Systems

® &

Develop Disaster Recovery Base structure on
Plans (DR) chosen Framework. i.e. CIS.

©
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IDENTIFY

Disaster Recovery and Business Continuity . .

ENDORSEMENT
PLAN

REASSESS
Develop
Risk Disaster

Assessment Recovery

Initiate Business Develop Business HEE Education, Test, Manage and

Continuity Planning Continuity Plan BCP and DR Maintain

Business Impact

Mitigate Risks
Assessment 9

| ] | ] L 1
| | |
BCP Development DR Development Manage and Contain

TECHNOLOGY
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IDENTIFY

Incident Response Team Model

ENDORSEMENT
PLAN

REASSESS

* Specialised team focused on rapid response to critical incidents

* Minimise damage, restore operations and protect assets

« Comprised of key stakeholders across the school

* Brings together technical, operational, and communication expertise

CIRT — Critical Incident Response Team
CIST — Critical Incident Coordinating Team
Board — School Board

©
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Responsible for
managing and
responding Cyber
Security incidents.

Identify, contain,
mitigate, and recover.

Executes the incident
response plan and
coordinates technical
actions.

Minimise damage
and protect the
school’s data and
digital assets.

[ ]
Incident Response Team Model
DEVELOP
Critical Incident Response Team - CIRT ENDORSEMENT
PLAN
REASSESS
CIRT Role Name Contact Details
CIRT Leader*
Incident Controller . Email
Executive support & school liaison Business Manager Phone
*CFC Response App user**
CIRT Leader* Email
Incident Controller Deputy Principal Phone
Executive support & school liaison
CIRT Leader*
Incident Controller . Email
Cyber planning & operations Director of ICT Phone
*CFC Response App user**
CIRT Leader*
Investigation, analysis, containment, eradication, system administration, incident IT Manager Email
& evidence logs, situation report, restoration & recovery. 9 Phone
*CFC Response App user**
CIRT Member Email
Investigation, analysis, containment, eradication, systems administration, IT Team Member Phone
restoration & recovery
CIRT Member Senior Executive Email
Logistics support Assistant Phone
CFC Underwriting — CFC Response .
. L . L Cyber Insurer / Email
Incident response, digital forensics, ransom negotiation, system recovery, Broker Phone
hardware replacement, legal advisory services (incl. regulatory compliance), etc. CEC Website
as detailed in policy certificate.
Outsourced Security Operations Centre (SOC); detection, intelligence and Secure ISS Email
analysis, technical advice, evidence collection, critical incident containment. Manager Phong
Website
Network/ system/ application support Third Party Vendors | Email
(Members should be added to the CIRT based upon incident impact and scope). | MSP, Network Phone
Provider Website
‘ 4
soenant ' newera
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Provide strategic
oversite, direction and
support to the CIRT.

Stakeholder engagement
and communications.

Resource and capability
demand.

Coordinates
communication and

Incident R Team Model
Nnciaen esSponse l1ea ode E—
. . . . . ENDORSEMENT
Critical Incident Coordinating Team- CICT —
REASSESS
CICT Role Name Contact Details

CICT Leader*/ Princinal Email

Incident Controller P Phone

CICT Leader*/ Deputy Principal Emall

Incident Controller puty P Phone

CICT Leader*/ Business Manager Email

Incident Controller 9 Phone

CICT Checkpoint _ Email

Coordinator Head of Junior School Phone

CICT Checkpoint Email

Coordinator Head of Secondary School Phone

_ ) _ Email

CICT Coordinator | Director of Student Wellbeing Phone

CICT Internal & Email

External Commes. Senior Executive Assistant Phone

Coordinator

decision-making across
various departments

* |If the Principal is not available, the Deputy Principal or Business Manager becomes CICT Leader /

©
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Incident Response Team Model

DEVELOP

SChOOl Boa rd ENDORSEMENT

PLAN
REASSESS

Although not actioning response activities, Board will assist the CICT in

guiding response activities particular during containment and recovery
phases.

Questions that the Board should be prepared to provide guidance to:

* How does the Board determine the risk appetite in relation to the
reputational damage that a data breach may cause?

« How does the Board quantify the reputational damage an event may
have on the school?

* In the event of a ransom demand, will the organisation consider
payment?

©
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IDENTIFY

Incident Response Team Model

ENDORSEMENT
PLAN
REASSESS
£ , ~N S0
. inform L CT Incident Response Team (ICTIRT) ) { Third Parties
”. Provide inputs to the e - ' s —_—
.. Incident response process - N\ .
. Action ’ . © MSSPL)
- e e p . nsurer IR Team
Action response activities Analyse, Contain, Eradicate, Recover . 7 R e
h - P 5
w nform Lincid q A
Critical incident Coordination Team (CICT) | = .
PO - — - +  Logal Couns
”. Provide inputs to the S R S : :-~-T,.Jme
.. Incident response process e - PR providers
. ACtiOﬂ = . -~ . :;‘ed a (_;u-:,ets
A i . aw cnforcement
Action response activities Analyse, Recover . _— s Bchool Gammunity
inform
Provide inputs to the
Incident response process
® Board A Action pay
' nform Action response activities .
Provide inputs to the '
. Incident response process |
Analyse, Contain, Eradicate, Recover

Analyse, Recover

¢/
Covenant ' new era.
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Communication with School Community in the = =™

DEVELOP

event Of an Outage ENDORSEMENT

Contents of Scheduled Report

Recipients of the Report

Schedule and Frequency

Data Transfer to Encrypted USB / Secure Storage
Designated Platform for Bulk Email Dissemination
Designated Platform for Bulk SMS Delivery

PLAN
REASSESS

2 reports which produce current Student,
Parent and Staff contact details and key
communication information.

Business Manager, Director of ICT, ICT
Manager (sent to roles not individuals)

Fortnightly

Work in progress
SendGrid

SMS Central

©
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Covenant Incident Response Plan

The playbooks provide high-level guidance for responding to cyber incidents and are not
intended to be exhaustive. Many technical tasks referenced require separate internal
procedures. These playbooks support the activities of the Covenant IT team, CIRT, CICT and
third parties. Responsible parties are assigned to tasks in the Playbooks. The actual
persons undertaking the tasks may vary depending on individual situations.

Note: Phishing, Malware & DoS attacks are often pre-cursors to a Data Breach or
Ransomware.

TECHNOLOGY



Incident Response Overview — Malware Playbook
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—Inform Third Parties
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Steady state
operations

r 3

Covenant IT Team & Technology Partner(s)
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Key Takeaways

» Operational Continuity:
* Disaster Recovery
 Business Continuity Plan

* Incident Response Team Model:
» CIRT — Critical Incident Response Team
 CIST — Critical Incident Coordinating Team
« Responsibility: Notification, reporting and communication strategies

« Ongoing refinement, training, and reassessment

©
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Conclusion and
next steps




Conclusion
and next steps

Recap of key takeaways

Importance of ongoing Cyber Security vigilance

Encouraging collaboration and sharing best practices

Next steps for improving Cyber Security preparedness

©
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Today's resources
and further information

103




Contact Details

Paul Carnemolla Mitch Green



Thanks so much

for joining us —
please scan the QR code to

give us your details if you
haven’t already!




