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Overview

• Cyber Security Threats and Importance of Cyber Security in Education.

• The Covenant Story.

• Planning and Preparing for a Cyber Attack.

• Preparing a Cyber Security Incident Response Plan.

• Reporting to the Board.
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The Cyber Security Threat

in educational institutions



Cyber threats in Education

1. 29% of attacks on educational institutions originated from vulnerability exploitation and 
30% from phishing campaigns on K-12 schools in 2023 (Infosecurity Magazine).

2. Ransomware attacks on K-12 and higher education globally caused over $53 billion in 
downtime costs from 2018 to mid-September 2023 (Comparitech).

3. These attacks breached over 6.7 million personal records across 561 incidents 
(Comparitech).
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Sources: Exploitation Accounts For 29% of Education Sector Attacks - Infosecurity Magazine (infosecurity-
magazine.com), Ransomware attacks on schools and colleges around the world (comparitech.com)

https://www.infosecurity-magazine.com/news/exploitation-29-education-sector/
https://www.comparitech.com/blog/vpn-privacy/school-ransomware-attacks-worldwide/
https://www.comparitech.com/blog/vpn-privacy/school-ransomware-attacks-worldwide/
https://www.infosecurity-magazine.com/news/exploitation-29-education-sector/
https://www.infosecurity-magazine.com/news/exploitation-29-education-sector/
https://www.comparitech.com/blog/vpn-privacy/school-ransomware-attacks-worldwide/


Education sector graphic

8 Image source: Check Point Software Technologies



Importance of Cyber Security
in educational institutions
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 Protect Sensitive Data

 Preserving Academic Integrity

Safeguarding Intellectual Property

Maintaining Operational Continuity

Protecting Financial Resources

Fostering Trust and Reputation

Promoting Digital Citizenship & Online Safety

Compliance with Regulations

Mitigating Cyber Threats and Attacks

Preparing Students for the Future

1

2

3
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Sources of Data Breaches

10 Source: Notifiable Data Breaches Report: January to June 2022 | OAIC

https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2022


Notifiable Data Breach snapshot

11 Source: Notifiable Data Breaches Report: January to June 2022 | OAIC

https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-january-to-june-2022
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Project Timeline

The Covenant Story



Covenant ICT Team
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Role Org FTE

Paul Carnemolla Director of ICT New Era 0.5

Henry Woo ICT Support New Era 1

Justina Lowe ICT Support Covenant 0.8

Leon Dhemba ICT Support Covenant 1

Nicholas Sargent ICT/AV Support Covenant 1

Nino Galeos Senior Engineer New Era 0.2

Chirag Shah Senior Engineer New Era 0.1

Anastasia Yew Casual ICT Support Covenant n/a

Annie Wye ICT/AV Support Covenant 0.75
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2021 • Term 4

Penetration Test

• Internal

• External

• Wi-Fi

Disaster Recovery Planning

2021-2022 School Holidays

1st Internal Pen. Remediation

2021 • Term 3

*Pre-ICT Leadership - New Era*

On-premise services:

• Active Directory

• Attache (Finance)

• FileShare

• WebHelpdesk

• CounselPro

Cloudwork for MFA/SSO​

Microsoft 365 A5 Suite​

Hybrid Exchange in Cloud and 

Azure

Upgrade Endpoint Security

Implementation of Intune / 

Endpoint Manager

2022 • Term 4

Jamf Pro Security Audit + 

Jamf Connect Config

Windows 11 Configuration 

and AutoPilot Setup

2022-2023 School Holidays

2nd Pen. Remediation

2023 • Term 1

Secure-ISS SIEM 

Implementation

Security Uplift Project (x2)

2023 • Term 2

Security Awareness platform 

– Knowbe4

Microsoft 365 Security Audit

2021 • Term 3

2023 • Term 2

Microsoft 365 Security 

Remediation

2023 • Term 3

Incident Response Plan – 

Project

2023 • Term 4

Secondary Laptop Program

vCISO Project

Microsoft Unified Support and 

On Demand Assessments

Linewize Parent Access trial

2024 • Term 1

Definitiv Cloud payroll solution

Cyber Security framework

Cyber Security Risk Assessment

BASELINE

INCEPTION

REMEDIATION

REFINING



Penetration Testing

• School underwent a comprehensive Penetration Testing in Term 4 2021, covering:

• Internal Penetration tests

• External Penetration tests

• Wi-Fi Penetration tests

Enhancing Cyber Security Through Penetration Testing
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Microsoft Security Uplift

Security features and enablers within the suite of Microsoft products in use:

• Microsoft Endpoint Manager

• Microsoft Security Score

• Defender for Endpoint Plan 2 and Office 365 Plan 2

• Conditional Access

• Data Loss Prevention

• Compliance Program for Microsoft Cloud

16

Microsoft License Feature Comparison 

https://m365maps.com/matrix.htm


Using Microsoft to reduce Security Risks

Multi-Factor Authentication – a multi-step account login process that 
requires users to enter more information than just a password.

Current : All staff are required to set up Multi-Factor Authentication (MFA) using their 
mobile phones or an additional device like an ipad. While onsite using a school device, MFA 
is not required.

Students do not normally have MFA enforced.

MFA for students would be preferable but students carrying mobile phones creates other 
risks.

17



Using Microsoft to reduce Security Risks

Conditional Access

Current : access is limited to Australian IP address via Geoblocking (restricting access to 
Internet content based upon the user's geographical location). This applies to both staff and 
students.

If Overseas access is required, an approval process has to be completed, then access to 
specified countries is allowed with MFA.

18



Using Microsoft to reduce Security Risks

Intune / Endpoint Manager

Current : Restrictions on programs that can be installed on school owned devices. 
Computers are set up with a predetermined set of programs. Only system administrators 
can install additional programs.
Requests for additional software goes through an approval process, then pushed out via 
Intune.
Staff can install apps from the Microsoft Store, but this is not available for students.

Desired : Restrict all installs of software except when managed through Intune.

19



Security Information and Event Management

• Correlates events from all available log sources in 
real-time ensure threat alerts are prioritised

• 24/7 SOC (Security Operation Centre) escalate and 
contain identified threats

• Minimal resources required from the IT team

Secure-ISS - https://secure-iss.com/

20

Security Event Monitoring is priced at $1 per month, per enrolled 

student  (based on the above scope of work / service)



Secondary Laptop Program

• Board endorsed decision to move to school managed 
Windows devices for secondary students

• Web filtering and content control

• Enhanced security controls

• Centralised monitoring and management

• Data protection and controlled software deployment

• Swift remediation of any vulnerability or software 
threats

• Conditional Access management

21



Linewize
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• Linewize is a suite of device management and security tools.

• Covenant uses Linewize School Manager, in conjunction with Linewize Connect.

• The Linewize suite integrates with Qustodio, granting parents a degree of control over 
School Managed devices outside of school hours.

What is it?

1617314

669733
511494

3980 1140 798 386 158 148 108 104 49
0

500000

1000000

1500000

2000000 # of Blocked access attempts

Student network traffic as seen in School Manager Summary of access attempts blocked by Linewize
(01/06/24-30/06/24)



Linewize

• School configured filtering rules are applied 
regardless of network connection (school Wi-Fi, hot-
spotting or home Wi-Fi).

• Client can be installed securely and remotely and 
cannot be removed by students.

• Parent Integration: 24/7 network filtering, with 
parents able to add additional time/category-based 
restrictions outside of school hours via Qustodio.

Notable Advantages

23

Diagram of active parent 

integrations



Linewize

• Issue: Student Wellbeing received their usual weekly report. They requested 
clarification regarding a student’s flagged traffic.

• Solution: A more detailed report on Linewize School Manager was provided, with 
all network activity from the student around the time of the flagged traffic.

• Resolution: With this context it was confirmed that the student had been using 
their device inappropriately. This clarified the situation for Student Wellbeing and 
enabled them to act on it.

Example of Daily Use

24



Linewize
Report

25



Other Key Projects

• KnowBe4 Security Awareness Training and regular Phishing campaigns

• Data Classification

• Security Improvements:

• Enhanced network segregation

• 802.1x network authentication for wired network

• Security Questionnaire for Third-Party Vendors

• Cyber Security Incidence Response Plan

• Microsoft Unified Support including on demand assessments

• vCISO (Virtual Chief Information Security Officer) audit and cyber security 
framework-based reporting

26
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Planning and preparing

for a cyber-attack

Minimising:
• Risk
• impact



Planning and preparing for a Cyber-Attack

28



1 – Establish an ICT Governance Framework

The key tasks to establishing an ICT Governance Framework

with an IT Steering Committee include:

29

Define the 

Purpose 

and Scope

Identify 
Stakeholders

Establish IT 

Steering 
Committee

Define

Decision-Making 

Processes

Establish

Governance

Policies & 

Procedures

Implement 

Monitoring 
& Reporting

Mechanisms

Review & 

Continuous 
Improvement

1 2 3 4 5 6 7



Data and 

Information

IT 

Infrastructure

Application 

and Software

Physical 

Assets

Regulatory 

Compliance

30

2 – What to Protect and Why?

To effectively protect your school’s assets, it is crucial to 

understand what needs to be protected and why.

What is
Data and 
Application 
Mapping?

• Identify data-app relationships
• Understand data flow, access, manipulation
• School gains insights into:

⚬ IT data flow
⚬ App interaction
⚬ Data protection

⚬ Ingress/egress points to network
⚬ Security weaknesses



Cyber Risk Assessment

• Data Sensitivity

• Public

• Personal

• Sensitive

• Visual representation of risk in each system.

• Can be reviewed internally or by software provider

• Data classification categories:

• Student and Parent Data

• Staff Data

• Finance

• HR and Payroll

• Marketing

• Governance, Risk and Compliance

• IT Data

Data Map and Sensitivity Rating

31



Data Classification Activity

32

Or go to this link and click

"View Data Classification Exercise":

https://www.neweratech.com/au/covenant

-principals-conference-cybersecurity-in-

schools/

https://www.neweratech.com/au/covenant-principals-conference-cybersecurity-in-schools/
https://www.neweratech.com/au/covenant-principals-conference-cybersecurity-in-schools/
https://www.neweratech.com/au/covenant-principals-conference-cybersecurity-in-schools/


Cyber Risk Assessment

Gauge how the vendors treat your data and what 
security practises they employ:

• Data protection

• Security and integrity

• Backups and recovery

• Compliance and certifications

• Risk management

Easy to access online questionnaire using Microsoft 
Forms

Cyber Security Questionnaire for Vendors

33

Or go to this link and click

“Questions to ask Third-Party Vendors":



3 – Develop and Agree to a Cyber Security Framework

Cyber Security Frameworks

34

Essential 8 

Maturity Model

Australian Cyber Security 

Centre (ACSC)

National Institute of 

Standards and Technology

(NIST) Cyber Security 

Framework



NIST Cybersecurity Framework
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IDENTIFY PROTECT DETECT RESPOND RECOVER

Asset Management

Business Environment

Governance

Risk Assessment

Risk Management

Strategy 

Access Control

Awareness and Training

Data Security

Info Protection, 

Processes and Procedures

Maintenance

Anomalies and Events

Security Continuous 

Monitoring

Detection Processes

Response Planning

Communications

Governance

Analysis

Recovery Planning

Improvements

Communications

Protective Technology

Mitigations

Improvements•  Made up of 5 core functions.​

•  Each function is defined.​

•  Within each function is a set of 

assessable areas



NIST Cybersecurity Framework

36

Maturity Levels



The Essential 8

A Comprehensive Overview

Mitch Green

October 10, 2024



Introductions
New Era Technology

38

Mitch Green – Director of Solutions

10 years with New Era Technology



TPG Telecom – Network operations

AGL Energy – Network and Security

Countrytell Community Broadband – Network Architect

New Era Technology – Specialist Engineering Lead

New Era Technology – National Infrastructure Manager

New Era Technology – Director of Solutions

B. IT - Network Engineering 

Grad Cert – Business Analytics

RMIT – Cyber Security Strategy and Risk

Cisco – Network Security

Cisco – Enterprise Infrastructure

Mitch Green

Director of Solutions

39



APAC Cyber Security Strategy
Our Approach

40

Support customers on 

their cybersecurity 

journey – wherever they 

may be today

Utilise frameworks such 

as the Essential 8 to 

educate customers 

about security

Support the broad 

range of existing 

security solutions in 

place across APAC

Adaptable to meet the 

needs of a wide range 

of customer types and 

sizes

Provide competitive 

and integrated 

solutions

Provide a common 

direction for our region 

moving forward



What do our customers require?

41

APAC Cyber Security Strategy

Essential Strategic

• Tactical conversation around security

• Education on cyber security fundamentals

• Clarity and guidance on Essential 8 maturity

• Practical measures to improve cyber security 

• Build upon existing New Era managed services

• Strategic conversation around security

• Governance, risk and compliance

• Alignment with security frameworks – NIST, ISO etc

• Policy development and implementation

• Reviewing and securing business processes

• Proactive monitoring and cyber response services

• Trusted security advisor – ongoing engagement



Tailored delivery model for different customer types

42

APAC Cyber Security Strategy

Essential Strategic

• Accredited Essential 8 security assessment

• Product led

• Pre-defined security product bundles

• Readiness for Essential 8 maturity up to M1

• Sold directly by existing sales teams

• Consulting focused strategyLocally Developed & Delivered Locally Delivered in Partnership with SecureBlu

• Detailed security assessment

• Consulting led

• Security strategy & roadmap development

• Bespoke to suit complex clients & environments

• Essential 8 maturity M1+

• Alignment with other frameworks re SOCI, ISO etc

• Regular vCISO engagement

• Presales support from SecureBlu team



• The Australian Cyber Security Centre (ACSC) is our country’s first line of defence against cybercrime 
and is the Australian Government’s lead on national cyber security

• The ACSC and New Era recommend organisations implement The Essential 8 as a Baseline

• The strategy to implement the Essential 8 and to which maturity level needs to be customized to 
each organisations risk profile and adversaries

• New Era Technology are recommending all customers adopt the Essential 8 framework and intend 
on guiding and supporting our customers to reach the appropriate Maturity level

What is the Essential 8?
8 practical strategies for mitigating cyber incidents



What is the Essential 8?

• Developed by the Australian Signals Directorate (ASD)

• Focuses on securing Microsoft Windows environments

• Progressive maturity model: Level 0, 1, 2, 3

• Can be implemented using a range of technologies/solutions

8 practical strategies for mitigating cyber incidents



Why is the Essential 8 important?

• A Real threat to Everyone - All industries are being targeted

• Cost – Cyber Crime is costing the Australian Economy more than $1 Billion annually in direct 
costs

• Reputational Damage – trust of clients and staff

8 practical strategies for mitigating cyber incidents



Why is the Essential 8 important?

• Insurance

 Premiums reduced when cyber security controls are implemented

8 practical strategies for mitigating cyber incidents



The Essential 8: Key Strategies for Cyber Security

47 Daily Backups

Multi-Factor 
Authentication

Patch Operating 
Systems

Restrict Admin 
Privileges

Configure Microsoft 
Macro Settings

Application 
Control

User Application 
Hardening

Patching 
Applications

Proactively Prevent Cyber Attacks

Minimise the Impact of Cyber Attacks

Ensure Data Recovery 

and System Availability



Essential 8 Mitigation Strategies
Description

48

Mitigation Strategy Description

Multi-factor Authentication Implement multi-factor authentication to enhance the security of user accounts.

Regular Backups Regularly back up important data and verify the integrity and availability of backup copies.

Patch Applications Regularly apply patches and updates to close security gaps in software applications.

Patch Operating Systems Regularly apply patches and updates to secure the underlying operating systems.

Application Control
Only allow approved applications to run, preventing the execution of unauthorized or 

malicious software.

Configure MS Office Macros Adjust settings to secure Microsoft Office macros, preventing malicious code execution.

User Application Hardening
Configure applications securely, manage user permissions, and apply best practices to 

reduce vulnerabilities.

Restrict Administrative Privileges Implement the principle of least privilege, restricting access to critical systems and functions.



Maturity Levels

Example ASCS Maturity Levels

49

Applicability & 
Effectiveness

Le
ve

l 1

Le
ve

l 2

Le
ve

l 3

Application Control

Patching Applications

Configure Microsoft Macro Settings

User Application Hardening

Restrict Admin Privilege

Patch Operating System

Multi-Factor Authentication

Daily Backups

Maturity Level 1 Partially meets the objectives of the 
mitigation strategy

Maturity Level 2 Largely meets the objectives of the 
mitigation strategy

Maturity Level 3 Completely meets the objectives of the 
mitigation strategy



The Essential 8: Key Strategies for Cyber Security

50



Maturity Level Examples
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Mitigation 

Strategy

Level Backup 

Frequency

Backup 

Storage 

Method

Backup 

Retention 

Period

Full 

Restoration 

Testing

Partial 

Restoration 

Testing

Daily Backups Level 1 Monthly Not specified 1-3 months Not specified Annually or more 

frequently

Level 2 Weekly Stored offline or 

online in a way 

that prevents 

alteration or 

deletion

1-3 months At least once Bi-annually or 

more frequently

Level 3 Daily Stored offline or 

online in a way 

that prevents 

alteration or 

deletion

3 months or 

greater

At least once 

upon setup and 

after any major 

infrastructure 

updates

Quarterly or 

more frequently



New Era Technology

EXAMPLE:

Essential 8 Audit

52



New Era Technology
Essential 8 Audit
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• Restrict Office Macros – Require use by Covenant, 
needs to be controlled and documented for 
justification

• Removal of unsupported operating systems – 
Patching and vulnerability implications

• Web browser – restrictions on IE and web adverts



Recap
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The Essential 8: Key Strategies for Cyber Security

• The Essential 8 are guideline strategies to stop cyber-attacks. These guidelines are set by the ACSC 
(Australian Government)

• New Era advise that these controls are a MUST for every organization

• Cyber attacks are real and effect everyone – we all must pay attention

• New Era can assist you on your E8 journey



4 – Undertake a Gap Analysis
to assess the Cybersecurity posture of the School
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GAP 

ANALYSIS 

STEPS

2

3 7

4

5

6

Identify Framework Core 
Functions

Define Desired 
State

1

Assess Current State

Identify Gaps

Prioritise Gaps

Develop & Implement 
Plans

Monitor, Track, Review 
Progress



5 – Key Technology Areas
for a Cyber-Attack preparations
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2 3 4

Network

Defense

Network 

segregation

1

OS + App Software 

Maintenance

Access 

Control

Firewalls, Endpoint Security Patch OS & apps regularly Minimise admin privileges

6 7 8

Secure

Authentication

Continuous 

Assessment

5

Threat 

Protection

Centralised 

Monitoring 

& Alerts
Strong Passwords, 

Multi-factor Authentication

Intrusion Detection,

Suspicion Monitoring

Vulnerability Tests, 

Penetration Tests

Segregate staff, student, guest 

and infrastructure networks.



5 – Key Technology Areas
for a Cyber-Attack preparations

57

11

13

10

Backup Best 

Practices

Clear Roles & 

Responsibilities

9

Structured IT 

Governance

Recovery 

Testing

Regular Backups & Review

Immutable/Air-Gapped Copy

Policies & Procedures

Disaster Recovery &

Business Continuity

12

Conditional 

Access



6 – Make Security a Regular Agenda Item

58

Establish ICT Steering 

Committee

Make Cyber Security an 

agenda item in ICT 

Steering Committee and 

Board Updates

Discuss identified gaps 

and risks (be transparent)

IT provides updates on 

framework 

implementation

Discuss emerging threats
Seek expert guidance 

and support, if required



7 – Educate Staff, Parents, and Students

https://www.covenant.nsw.edu.au/parent-
resources/technology-support/technology-advice-for-parents

on Cyber Security

59

Audience Relevance
• Tailored Content

• Role-Specific Information

Consistent Reinforcement
• Regular Cybersecurity Practice

To educate staff, parents and students on 

Cybersecurity effectively:

https://www.covenant.nsw.edu.au/parent-resources/technology-support/technology-advice-for-parents
https://www.covenant.nsw.edu.au/parent-resources/technology-support/technology-advice-for-parents


7 – Educate Staff, Parents, and Students

What is KnowBe4?

• Training platform that helps improve an organisation’s overall security 
culture and reduce human risk

Key Features:

• Security Awareness Training

• Simulated Phishing Attacks

• Automated Training Campaigns

Application: KnowBe4

60



7 – Educate Staff, Parents, and Students

• Assess and measures school’s awareness

• Tools to report and remove phishing emails

• Establish a baseline in order to determine training focus and measure 
progress:

• Baseline phishing test.

• Security Awareness 
Proficiency Assessment.

Why KnowBe4 ?

61

SAPA Results



7 – Educate Staff, Parents, and Students
KnowBe4 Phishing Exercises over time
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7 – Educate Staff, Parents, and Students
KnowBe4 Phishing Campaign Reports
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Term 2 2023 to 
Term 2 2024



7 – Educate Staff, Parents, and Students
KnowBe4 Training stats over time
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180
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7 – Educate Staff, Parents, and Students
KnowBe4 Training Modules

65



Training Demo

•https://eu.knowbe4.com/ui/users/login
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A Cyber Security Incident Response 
Plan

Why do we need one?



Table-Top Exercises

• Simulated cyber attack

• Training of key staff.

• Stress testing the Cyber Security Incident Response Plan.

• Table-top exercise: DDOS and Malware, Phishing and Ransomware

68



Friday, 13th October 2:00pm

• The day has been like any other…

• 2:00pm

Multiple emails have been forwarded by

school staff members, requesting

input into their legitimacy.

We know of at least 13.

69



Friday, 13th October Actions from 2:00pm

• Forward email in its entirety to SOC/SIEM Secure-ISS for forensics.

• Check KnowBe4 phishing portal to confirm it is not a campaign.

• Check Exchange admin centre to determine recipients with message trace.

• Check with recipients as to what actions they took.

• KnowBe4 recall from all mailboxes.

70



Friday, 13th October 2:30pm

• 2:30pm

A significant number of helpdesk tickets have been lodged in relation to laptops running slowly and 
crashing! These are across both students and faculty members.

• 2:45pm

The Sophos console is “lighting up like a Christmas tree” with a number of alerts in relation to Malware 
being stopped and potentially unwanted applications being installed.

71



Friday, 13th October Actions from 2:30pm

• Check Microsoft Security and Compliance centre for potentially compromised users.

• Ask Senior Engineer to investigate.

• As timing is close to finish time on Friday, capacity to reach out to staff is limited. The Business 
Manager and Deputy Principal engaged to handle staff communications and information gathering.

• Ask Secure ISS about malware – what is the risk level? How do we deal with the malware? Is it 
exploiting a vulnerability that needs to be patched?

• Spreadsheet created to track affected users and their actions.

• Notify CFC (insurance provider) via app for their awareness only.
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Friday, 13th October 5:30pm

• 5:30pm

Secure-ISS have detected significant SPAM emails originating from a number of school email 
addresses.

• 6:00pm

A user, (the Front Office Manager) has reported suspicious activities in their OneDrive and emails. With 
what looks to be deletions occurring. Can IT take a look?

73



Friday, 13th October 6:00pm

• 6:00pm

Another user (Director of Student Wellbeing) has sent through another suspicious email.

…” Hi Rob,

ABC Alphabet Schools has recently updated the COVID19 policy regarding illness and work from home 
policies. As this situation is evolving we require all staff to lead by example and assist in keeping our 
community safe. This policy is in force tomorrow.

Please review the attached document, sign and return to your supervisor within 24 hours.”
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Friday, 13th October 8:00pm

• 8:00pm

Secure-ISS have detected indicators of compromise (IOCs) within the School environment related to a 
recent phishing attack. This attack looks to be targeting the Australian education.

• 8:30pm

After further threat hunting, Secure-ISS have detected several compromised accounts.
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Friday, 13th October from 8:00pm - Actions

• Email from Deputy Principal to notify staff that all accounts (except essential IT accounts) will be 

disabled and not able to be accessed for a period of time. Mobile phone number to be used for all 

enquiries.

• ICT Team to disable accounts.

• Those accounts still active will have passwords reset.

• Cyber Insurers notified. It is expected they will take the lead on future actions.

• CICT (Critical Incident Coordinating Team) activated.

• Communication to parent community.

• Student accounts disabled.

• Year 12 account mass password reset.
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Saturday, 14th October 6:30pm

• 6:30pm

An extortion note ($48K) has

been sent to the school.

Emails sent through to all

targeted users and:

admin@abcalpha.nsw.edu.au

enrolments@abcalpha.nsw.edu.au

danceacademy@abcalpha.nsw.edu.au

sportsacademy@abcalpha.nsw.edu.au
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mailto:admin@abcalpha.nsw.edu.au


Monday, 16th October 8:30am

• 8:30am

Another extortion

note ($2.6M) has been

sent to the school.

78



Key Learnings from Table-Top Exercise

• Staff are our last line of defense.

• KnowBe4 phishing training is crucial to ensure we are protected and are updated with latest 
attack strategies.

• Time is of the essence – delegate activities broadly amongst the team.

• Ensure hard copies of IRP (Incident Response Plan) and key documentation are readily accessible.

• Enabled additional functionality in KnowBe4.

• Reach out to cyber insurers earlier to keep them in the loop.

• Engage Secure-ISS early to assist with forensics.

• Utilise the Deputy Principal (Heads of School as backup) and the Business Manager in staff 
communications diverting away from the ICT Team.

• Utilise emergency communication mechanisms with staff and parents when school accounts are 
inaccessible.
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Things to consider…..

• Is cyber security a regular agenda item at Executive / Board level meetings?

• Is cyber security an integral part of budgeting and forecasting?

• Do we have a documented and easily accessible IRP (Incident Response Plan)?

• Do we have formalised incident response teams? CICT / CIRT (Critical Incident Coordinating Team / Cyber 
Incident Response Team)

• Is our insurance up-to-date?

• Do we have the required policies and procedures documented, communicated and readily accessible?    

• Who is responsible for alerting the Principal to a suspected cyber-attack? 

• Do our staff undertake regular cyber security training?

• Do our staff know who to contact if they receive suspicious emails? 

• Who will be the contact person to deal with external communications, including to parent/student 
community, media?

• How do we ensure our cyber security with casual staff, contractors, volunteers who require access to 
school systems?
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Exercise in a Box – Table Top Exercises
https://www.cyber.gov.au/resources-business-and-government/exercise-in-a-box

81

https://www.cyber.gov.au/resources-business-and-government/exercise-in-a-box


82

Preparing a Cyber Security

incident response plan



Incident Management
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INCIDENT PROCESS DETECTION

INITIAL

SUPPORT

ANALYSIS

RESTORE REPORTING

• A cyber incident is any 
attempted or actual 
unauthorised access.

• The goal of incident response 
is to detect and halt attacks 
and limit the damage.



Risk Management
Terms
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RISK

THREATVULNERABILITIES

ASSET Anything of value

ASSET

VULNERABILITIES Weakness or flaw that 

could be exploited

THREAT Something that could 

lead to a loss of assets

Potential for loss/damage 

of an asset when a threat 

exploits a vulnerability



Risk Management
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• It is not realistic to protect all 
systems equally.

• Risk management aims to 
mitigate, not eliminate risks.
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IDENTIFY ASSETS & RISKS

DEVELOP INCIDENT RESPONSE PLANS & 

SUPPORT TEAMS

EXECUTE PLAN WITH EXECUTIVE ENDORSEMENT

PLAN WITH YOUR PEOPLE

REASSESS & REFINE

Critical Steps for 

Cyber Security 

Incident Response

Planning



Cyber Incident Response Plan
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Identify Assets and Risks
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Identify data to protect and its location, prioritise valuable assets, address 
vulnerabilities, conduct penetration tests, and understand financial risks.

Threat Classification Overview:

• Confidentiality

• Integrity

• Availability



Operational Continuity
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• Ensure essential school and 
business functions and processes 
continue

• Minimise downtime

• Avoid negative impacts

• Swift Restoration of IT Systems

Assess the School's Backup 

Strategy & Create a Written 

Backup Plan

Develop a Business 

Continuity Plan 

(BCP)

Base structure on

chosen Framework. i.e. CIS.

Develop Disaster Recovery 

Plans (DR)



Disaster Recovery and Business Continuity
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 Risk

Assessment

Business Impact 

Assessment

Initiate Business 

Continuity Planning

 Develop 

Disaster

Recovery

Plans

Mitigate Risks

Develop Business 

Continuity Plan

Education, Test, 

BCP and DR

Manage and

Maintain

BCP Development DR Development Manage and Contain



Incident Response Team Model
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• Specialised team focused on rapid response to critical incidents

• Minimise damage, restore operations and protect assets

• Comprised of key stakeholders across the school

• Brings together technical, operational, and communication expertise

CIRT – Critical Incident Response Team

CIST – Critical Incident Coordinating Team

Board – School Board



Incident Response Team Model

• Responsible for 
managing and 
responding Cyber 
Security incidents.

• Identify, contain, 
mitigate, and recover.

• Executes the incident 
response plan and 
coordinates technical 
actions.

• Minimise damage 
and protect the 
school’s data and 
digital assets.

Critical Incident Response Team - CIRT
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CIRT Role Name Contact Details

CIRT Leader*

Incident Controller

Executive support & school liaison

**CFC Response App user**

Business Manager
Email

Phone

CIRT Leader*

Incident Controller

Executive support & school liaison

Deputy Principal
Email

Phone

CIRT Leader*

Incident Controller

Cyber planning & operations

**CFC Response App user**

Director of ICT
Email

Phone

CIRT Leader*

Investigation, analysis, containment, eradication, system administration, incident 

& evidence logs, situation report, restoration & recovery.

**CFC Response App user**

IT Manager
Email

Phone

CIRT Member

Investigation, analysis, containment, eradication, systems administration, 

restoration & recovery
IT Team Member

Email

Phone

CIRT Member

Logistics support
Senior Executive 

Assistant

Email

Phone

CFC Underwriting – CFC Response

Incident response, digital forensics, ransom negotiation, system recovery, 

hardware replacement, legal advisory services (incl. regulatory compliance), etc. 

as detailed in policy certificate.

Cyber Insurer / 

Broker

CFC 

Email

Phone

Website

Outsourced Security Operations Centre (SOC); detection, intelligence and 

analysis, technical advice, evidence collection, critical incident containment.
Secure ISS 

Manager

Email

Phone

Website

Network/ system/ application support

(Members should be added to the CIRT based upon incident impact and scope).
Third Party Vendors 

MSP, Network 

Provider

Email

Phone

Website



Incident Response Team Model

• Provide strategic 
oversite, direction and 
support to the CIRT.

• Stakeholder engagement 
and communications.

• Resource and capability 
demand.

• Coordinates 
communication and 
decision-making across 
various departments

Critical Incident Coordinating Team- CICT
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CICT Role Name Contact Details

CICT Leader* / 

Incident Controller
Principal

Email

Phone

CICT Leader* / 

Incident Controller
Deputy Principal

Email

Phone

CICT Leader* / 

Incident Controller
Business Manager

Email

Phone

CICT Checkpoint 

Coordinator
Head of Junior School

Email

Phone

CICT Checkpoint 

Coordinator
Head of Secondary School

Email

Phone

CICT Coordinator Director of Student Wellbeing
Email

Phone

CICT Internal & 

External Comms. 

Coordinator

Senior Executive Assistant

Email

Phone

* If the Principal is not available, the Deputy Principal or Business Manager becomes CICT Leader / 
Incident Controller



Incident Response Team Model

Although not actioning response activities, Board will assist the CICT in 
guiding response activities particular during containment and recovery 
phases.

Questions that the Board should be prepared to provide guidance to:

• How does the Board determine the risk appetite in relation to the 
reputational damage that a data breach may cause?

• How does the Board quantify the reputational damage an event may 
have on the school?

• In the event of a ransom demand, will the organisation consider 
payment?

School Board
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Incident Response Team Model
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Communication with School Community in the
 event of an outage

Contents of Scheduled Report 2 reports which produce current Student, 

Parent and Staff contact details and key 

communication information.

Recipients of the Report Business Manager, Director of ICT, ICT 

Manager (sent to roles not individuals)

Schedule and Frequency Fortnightly

Data Transfer to Encrypted USB / Secure Storage Work in progress

Designated Platform for Bulk Email Dissemination SendGrid

Designated Platform for Bulk SMS Delivery SMS Central
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Covenant Incident Response Plan

The playbooks provide high-level guidance for responding to cyber incidents and are not 
intended to be exhaustive.  Many technical tasks referenced require separate internal 
procedures.  These playbooks support the activities of the Covenant IT team, CIRT, CICT and 
third parties.  Responsible parties are assigned to tasks in the Playbooks.  The actual 
persons undertaking the tasks may vary depending on individual situations.  

Note: Phishing, Malware & DoS attacks are often pre-cursors to a Data Breach or 
Ransomware. 

Extract: Playbooks
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Key Takeaways

• Operational Continuity:

• Disaster Recovery

• Business Continuity Plan

• Incident Response Team Model:

• CIRT – Critical Incident Response Team

• CIST – Critical Incident Coordinating Team

• Responsibility: Notification, reporting and communication strategies

• Ongoing refinement, training, and reassessment
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Conclusion and

next steps



Conclusion

• Recap of key takeaways

• Importance of ongoing Cyber Security vigilance

• Encouraging collaboration and sharing best practices

• Next steps for improving Cyber Security preparedness

and next steps
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Today's resources

and further information
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Contact Details

Paul Carnemolla Mitch Green



Thanks so much 
for joining us –

please scan the QR code to 
give us your details if you 

haven’t already!


